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Interfaces -> VLAN -> add VLAN (+)
- Name :VLAN 1 - Siswa
- VLANID:10
- Interfaces : ether2
- Name : VLAN 2 - Guru
- VLANID: 20
- Interfaces : ether2



Interface <vlan2-Guru>

mﬂ'|lﬂmm|m|ﬁﬂ’ﬁc|

[® 3 |interface <vianl-Siswa=

Gﬂtral|1mpnm|sahs|rrafﬁc|

Name: |v|a nl-Siswa

Type: [VLAN

MAC Address: [CC:2D:E0:00:63:53

MTU: 1500

Actual MTU: [1500

L2 MTU: [1534

MAC Address: [CC:2D:E0:00:63:53

ARP: [enabled

ARP: [enabled

ARP Timeout: |

ARP Timeout: |

VLANID: 20

VLAN ID: [10

Interface: |ether2

Interface: [ether2

[] Use Service Tag

[enabled [

Sekarang kita punya 2 interface baru yang tadi kita buat.

3. KONFIGURASI IP ADDRESS PADA ROUTER
Setelah membuat interface VLAN, sekarang kita konfigurasi IP untuk interface
ether1, wlan1, vlan1-siswa, vlan2-guru berdasarkan ketentuan pada soal.

IP -> DHCP Client -> Add (+)

|Name / | Type |Actual MTU [L2MTU |Tx |Rx
R @ etherl Ethernet 1500 1598 5.2 kbps
R & ether2 Ethernet 1500 1598 21B.5 kbps
R Y vianl-Siswa VLAN 1500 1534 0 bps
R 9 vian2-Guru  VLAN 1500 1594 0 bps
@ ether3 Ethernet 1500 1598 0 bps

Kita mulai dengan request dhcp client untuk ether1. Buka menu IP > DHCP Client.
Tambah baru dengan klik icon "+". Pilih interfacenya ether1.

DHCP Client
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DHCP Client | DHCP Client Options|

Interface: |etherl

[w| Use Peer DNS
[w] Use Peer NTP

Add Default Route: |yes

IP -> Firewall -> Tab NAT -> Add (+) -> General

- Chain : srcnat
- Out Interface : ether1
- Action : Masquerade
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IP -> Addresses -> Add (+)

WLAN 1
- Address : 192.168.20.1/24
- Network : otomatis setelah apply / OK (192.168.20.0)
- Interface : wlan1
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System 2
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VLAN 1 - Siswa
- Address : 192.168.40.1/24
- Network : otomatis setelah apply / OK (192.168.40.0)
- Interface : vlan1-Siswa
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VLAN 20 - Guru
- Address : 192.168.60.1/24
- Network : otomatis setelah apply / OK (192.168.60.0)
- Interface : vlan2-Guru
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4. Konfigurasi DHCP Server untuk VLAN dan Hotspot.

IP -> DHCP Server -> DHCP Setup -> Kemudian ikuti sesuai soal untuk pool nya, tinggal
next next aja.
a) VLAN 1
-IP VLAN 1 :192.168.40.1/24
- DHCP Pool : 192.168.40.10 — 192.168.40.50
b) VLAN 2
-IP VLAN 2 :192.168.60.1/24
- DHCP Pool : 192.168.60.10 — 192.168.60.50

Konfigurasi pada Konfigurasi IP DHCP Server VLAN 1-Siswa
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MPLS [ Cloud EH'ICP|Natm|s Leases Options Option Sets  Option Matcher | Alerts
Routi I i
L T [ocrcom | s
System I*  DHCP Relay
[Name 7 | Interface [Relay  [Lease Time Addres
® Queues DHCP Server dhcpl ether2 00:30:00 dhcp_p
[ Files DNS dhcp2 vlanl-Siswa 00:30:00 dhcp_p
Log Firewall dhcp3 vianZ-Guru 00:30:00 dhcp_p
. dhcp4 wilanl 00:30:00 dhcp_p
& RADIUS Hotspot
» Tools I Psec DHCP Setup E m
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Konfigurasi pada Konfigurasi IP DHCP Server VLAN 2-Guru
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5. Konfigurasi Wireless dan Hotspot

-WLAN :
-IP WLAN  :192.168.20.1/24
- SSID : UKK_Nama
- Hotspot : alamat login hotspot = portalsmk.sch.id
- Ubah tampilan halaman login hotspot sehingga minimal terdapat tampilan
tulisan : “Selamat Datang di Hotspot PeTIK”
& User Manager
2 Wieess |
W Interfaces “ﬁﬁln‘berfm|wmmuun|Nsh’emelhﬂ|ﬂﬁessﬂst|ﬂeﬂshaﬁun|€urneﬂ:nst|5eﬂﬂtyﬁuﬁles‘Chﬂ'ne
e EE [« l%] ] [7] [ cne || wes clen | et Repester | scamner || Frea.usage || Aigrment
- + [Type [Actual MTU [ MAC Address [ARP |Mode [Band ot
== PPP R uuuam m:dess(mausm wnnoczxﬂnmnsa enabled aphrl zmz 20
! Switch ( wiand clec B m " A |20
et
g P 12
£ IPve [*
MPLS [*
J* Routing ¥
System [>
B Queues 4 ¥
B Files SSID: | UKK_WAHYU |~
o Secuity Profile [} IAN 5]
af :::am = N WPS Mode: | push button =] Torch -
; New Terminal ;‘ Frequency Mode: | reguiatory-domain [#]'| [ Resetmrafic counters | [—
& oo Gower: e 2|
3= MetaROUTER on [any I e i

- Password : 12345678

Security Profile <UJIAN=

General

RADIUS | EAP | Static Keys |
Name: |[§]BEA]
Mode: |dynamic keys I=]

Apply
Authentication Types: [v| WPA PSK  [w] WPAZ PSK
[ ] WPAEAP [ | WPA2 EAP

Unicast Ciphers: [v| aes com [v] tkip
Group Ciphers: [v| aes ccom  [v] tkip

WPA Pre-Shared Key: [12345678 |

WPA2 Pre-Shared Key: 12345678 |

Supplicant Identity | |

Group Key Update: [00:05:00 |

Management Protection: |disabled [I=]
Management Protection Key: | |

["] Disable PMKID

Cara konfigurasi hotspot, buka menu IP > Hotspot, klik hotspot setup. Pilih interface
yang akan menjalankan hotspot, yakni wlan1.
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J* Routing I* DHCP Client
System [* DHCP Relay
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B3 Files DNS

Servers |Sﬂ'ﬂl’mﬁles| I.ba's|l.bal'h:lﬁles| A(tl\le|llusts|ll’llrlin§s|53\d£el’brts|"dlai&"dﬂ1| |

Log Firewall
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untuk alamatnya sesuai soal :

DNS5 name of local hotspot server

DNS Name: | portalsmk.sch.id

6. Tampilan Login Hotspot “Selamat datang di hotspot petik”

€ 5 C  ANotsecure portalsmkschid/login

* O

7. Membuat User Profile dan User Di Hotspot
Buatlah user dengan ketentuan seperti berikut:

username
kepalasekolah
guru

siswa

General |Queue Seripts

password bandwidth
123
456
789

General |Quaue Scripts

512k
256k
128k

General |Queue Scripts

Nam} ‘kepalaseko\ah

Name: |guru

Name: siswa

Address Pool: |nane

Address Pool: \none

Address Pool: [none

Users  User Profiles ‘Acuve Hosts IP Bindings Service Pots  Walled Garden W

[ Transparent

[] Tran]

|| Transparent Proxy

erotem || memmel || sewee 4
Idle Timeout: none Idle Timeout: \none Idle Timeout: none F‘ - EE
Keepiive Timeout: DOZ00 | Kespaive Timeot: [00.02 Kespalve Timeovt. [00.0200 | [Name . * | Session Time... [ide 'I'\meol:tw elShared U - Rate Limi fpote) |
Status Autorefresh: | 00:01:00 Status Autorefresh: | 00:01 Status Autorefresh: | 00:01:00 @ quu none 5 256k /256k
i kepalasskolah none B B12/51 2
Shared Useg: |5 Shared Users: |5 Shared Users: |5 :l all @ siswa none 5 128k/128k
Rate Limit {mAy): | 512k/512% Rate Limit {Ax): | 256k/29 Rate Limit {oc/bx): | 128k/128k J -
Add MAC Cq Add Add MAC Cookie (%
MAC Cookie Timeout: |3d 00:00:00 MAC Cookie Timeout: [3d 00:0]  MAC Cockie Timeaut: |3d 00:00:00
Address Lit Addmss e[| Mdesslist [
Incoming Filer Incoming Fiter: Incoming Fiter. || =
Outgoing Fiter Outgoing Fiter: OutgoingFter. | |
Incoming Packet Mark Incoming Packet Mark: Incoming PacketMak: | |
Outgoing Packet Mark Outgoing Packet Mark: Outgoing Packet Mark: | | ™ [41oms
Open Status Page: |always Open Status Page: |always Open Status Page ‘a\ways || * |




Setelah membuat user profile, sekarang kita buat user account-nya. Masih di menu IP >
Hotspot, pilih tab Users. Tambahkan user sesuai nama dan password yang ada di soal,
arahkan setiap user ke user profilnya masing-masing.

otspo =
Server Profiles | Users | User Profiles Active | Hosts | IP Bindings | Service Ports | Walled Garden  Walled Garden IP List ..
=
|Server 7 |Name Isel ew Hotspot User O x
:2: counters and limits for trial user| General |Ijr||t§| smjgm;‘ II T ‘um| m5m5| II General ||_|,m5‘ Mmm| ok
@al admin Server: all Cancel Server: [all =] ‘ Cancel Server: [all [=] Cancel
"ﬁ"e:‘ | Apply Name: | guru Apply Name: [siswa Apply
P 'ﬁ password: @ Password: | 783] —
e e s == R e ==
MACAddess: | |~ T | MaCAddress[ |~ [ o | MACAddress: [ |~ [
Profile ’m | Profile |gunu_prot =] ’m Profile |siswa_prof s
R - M = e
e — g ey ] — e | B
2items

Hotspot

Server Profiles  Users | I.bal'n:ﬂles| Active | Hosts | IP Bindings | Service Ports | Wﬂledﬁl’l:lfm| |

IEHEI .@ . . | G Reset Counters ||l.’nﬂﬁet.nlli.':u.nter5|

/ | Name | Address |MAC Address | Profile
i cnunters and limits for trial users
L : | -00:
9 an admin default 00:29:06
9 an kepalasekolah default 02:24:23
O al guru default 00:00:29
O al siswa default 00:00:00

8. Mencoba login dengan user yang sudah di bikin

- kepalasekolah

Welcome kepalasekolah!

IP address: | 192.168.20.50

bytes up/down: | 1111 B/ 2017 B

connected: | 19s

status refresh: | 1m

log off




Welcome guru!

IP address:
bytes up/down:
connected:

status refresh:

log

siswa

1592.168.20.50
1161 B/1891 B
10s

Im

off

Welcome siswa!

IP address: | 192.168.20.50

bytes up/down: | 757 B/ 1241 B

connected: | 465

status refresh: | 1m

log off



Kongfigurasi Switch :
1. Konfigurasi VLAN pada Routerboard dengan ketentuan seperti berikut:
1) Port 1 terhubung ke Wifi Routerboard dan difungsikan sebagai port trunk
2) Port 2 dan 3 terhubung ke VLAN 1
3) Port 4 terhubung ke VLAN 2
4) Gunakan mode VLAN secure dan logika “always-strip”

Bridge -> Tab Bridge -> Add (+) -> OK

Aa Quick Set
1 CAPsMAN
e i Y
1. Wireless ame n ey |STP VIAN Status Traffic ok ||
25, Bridge | cancel ||
ELG I =
= Spitch i | E
=
=l P I Actual MTU: | |
£ MPLS f L2 MTU: | |
& V6 I MAC Address: | |
42 Routing I~ ARP: |enabled [=]
{2 System I ARP Timeout: | | >
Bridge -> tab Ports -> Add (+)
- Interface : ether1
Bridge : bridge1
- Interface : ether2
Bridge : bridge1
- Interface : ether3
Bridge : bridge1
- Interface : ether4
Bridge : bridge1
Pastikan jika sudah klik OK.
Bridge FPorts | VLANs MSTIs Port MST Ovenmides Fiters NAT Hosts MDB
+ 2| [=] [7
# Interface Bridge Horizon | Trusted | Priority (... | Path Cost_|Role Root Pat
Th stebe? bt = 0 10 desedpon
2H 4t ether? bridge 1 no 80 10 disabled port
i H 4t etherd bridge 1 no 80 10 disabled port

General | STP VLAN

General

Bridge Port <etherd:

| Unknown |

I

v| Unknown

’7 v/| Broadcast A
il

| Unknown Unicast Aood
| Unknown Mutticast Flog
+/| Broadcast Flood

o

| Unknown Unicast Flood
| Unknown Mutticast Flood
| Broadcast Flood

£ SR

/| Unknown Unicast Food
/| Unknown Mutticast Flood

v/| Broadcast Flood

General | STP_VLAN _Status STP__VLAN _Status General | STP WIAN St oK
Interface: |etherl Interface: | sffer? Interface: |efherd Interface: | effierd ¥ .
Bridge: |bridge 1 Bridge: |bridge 1 Bridge: |bridge 1 Bridge: |bridge 1 k
Horizon: Horizon: Horizon: Horizon: b Disable
Leam: |auto Leam: |auto Leam: |auto Leam: |auto *

Comment

Copy

Remove

il




Switch -> Tab VLAN -> Add (+)
- Switch : switch1
VLANID: 10
Ports : ether1, ether2, ether3

Jangan Lupa Klik OK atau Apply.

- Switch : switch1
VLANID :20
Ports : ether1, ether4

St |

ﬁitﬂl| P:l't|l'u'tlsd‘ﬁﬂu1|l‘kﬁt m‘ﬂue|

[#[[=] [7]l5¢] [¥]

[switch  / [VLANID |Ports
switchL 10 etherl, ethe|  Switeh; |switchl | =

New Switch VLAN

VLAN ID: |20

Sekarang di mikrotik switch kita sudah ada 2 vilan.

mm:|mn|mmu|anm|ﬂust ‘#lAN||1ue|

#[=] (] [7]

|Switch ¢ |vLAN ID |Ports |
switchl 10 etherl, ether2, ether3
switchl 20 etherl, ether4

Jika sudah pada menu VLAN berikutnya kita akan ke Tab Port pada Switch



Switch -> Tab Port-> Konfigurasi pada ether1, ether2, ether3 dan ether4

Ether1
- VLAN Mode : Secure
- VLAN Header : add if missing
- VLANID:O

Ether2
- VLAN Mode : Secure
- VLAN Header : always strip
- VLANID :10

Ether3
- VLAN Mode : Secure
- VLAN Header : always strip
- VLANID:10

Ether4
- VLAN Mode : Secure
- VLAN Header : always strip
- VLANID: 20

Switch

Switch Pﬂ't|FDrtlsdaﬁm Host  VLAN | Rule

=T
Tels
Find

|Name / | Switch VLANMode  |VLAN Header |Default VIANID |IngressRate |Egressfv
etherl switchl sefure add if missing 0
ether? switchl segure always strip 10
ether3 switchl seCure always strip 10
etherd switchl secure always strip 20
ethers switchl disabled leave as is 0
switchl cpu switchl disabled leave as is 1]




